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NetVault WebUI enables centralized administration of a NetVault
Backup server from any workstation within the network.

Introduction
NetVault Backup is a comprehensive backup and recovery
software solution that allows enterprises to protect data in
diverse IT environments — all from one Web-based interface.
It’s scalable and supports multiple server and application
platforms across your organization. A single, intuitive interface
requires minimal experience, simplifying your data backup and
recovery operations.
Architecture
NetVault Backup is based on a client-server architecture:
•

•

A central NetVault Backup server provides job management, media
management, device management, client management, reporting,
notifications and logging. This server maintains a history of backups
in the NetVault Backup database, enabling users to identify the
objects they want to restore.
NetVault clients are agents that work with the NetVault Backup server
to back up and recover their respective servers, applications and data.
The client software is installed on each machine to be protected. The

NetVault supports tape drives, tape libraries and other backup
devices attached to the central server itself or to a protected
machine located anywhere on the network, enabling LANfree backups.
Key capabilities
•

•

•

Application protection – Ensure the availability of all of your
business-critical applications, including Oracle, SQL Server®,
Exchange Server, SharePoint®, MySQL™, DB2®, PostgreSQL,
Domino®, Informix, Sybase® and Teradata®. No scripting is required
to run “hot” backup and recovery jobs.
Virtualization support – Extend advanced data protection to
VMware® and Hyper-V® environments. NetVault Backup gives you
consistent, reliable, point-and-click backup and restore for virtual
environments without requiring you to be an expert.
Network-attached storage (NAS) protection – Get advanced data
protection for information stored on NAS devices, including those
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Figure 1. A typical NetVault Backup deployment consists of a NetVault Backup server,
the NetVault WebUI, NetVault clients and backup storage.

The NetVault WebUI
enables remote
administration of
a NetVault Backup
server from any
Web browser.

•

•

•

•
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made by Dell, EMC, Hitachi, IBM, NetApp
and Sun. Reduce traffic over the LAN and
maximize performance by backing up over
the Network Data Management Protocol
(NDMP). NetVault Backup supports
many different storage topologies and
configurations.
Global data deduplication – NetVault
integrates seamlessly with the Dell
DR Series of deduplication appliances,
enabling you to take full advantage of
the appliances’ powerful deduplication,
compression and replication capabilities.
Shrink backup windows and improve
restore times, use source-side
deduplication to reduce network traffic
and efficiently send copies of your backup
data offsite for disaster recovery.
Enterprise-wide control – Use NetVault’s
Web-based user interface to configure,
manage, and monitor your backup and
recovery operations. Convenient wizards
guide you through the common tasks,
such as creating backup jobs, assigning
policies, configuring storage devices, and
generating reports.
Strong security – Meet regulatory
requirements without sacrificing backup
windows or deduplication performance
with an encryption plug-in for CAST-128,
AES-256 or CAST-256 algorithm support.
Flexible job-level encryption lets you easily
select which data to encrypt.
Back up to disk and tape – NetVault
Backup supports disk- and tape-based
backup to a wide range of storage targets,

•

•

including disk-based devices, tape libraries,
and third-party deduplication appliances.
You’ll also have the power to move data
from one storage target to another for
disaster recovery purposes.
Flexible storage attachment – Avoid data
transfers over the network by attaching a
target storage device directly to a source
server. With LAN-free backups, you can
easily distribute the workload throughout
the backup domain.
Simple, straightforward licensing –
NetVault Backup can be licensed by
capacity or by component, giving you
incredible flexibility. With componentbased licensing, you can pick and choose
which modules you need. You can also
license NetVault by capacity and deploy an
unlimited number of clients or application
plug-ins. Dell offers two capacity-based
licensing editions for NetVault Backup: One
offers great value for growing businesses;
the other offers comprehensive protection
for larger enterprises.

NetVault WebUI
The NetVault WebUI (see Figure 2)
enables remote administration of a
NetVault Backup server from any Web
browser. You can use the NetVault
WebUI to perform various tasks, such
as manage clients, storage devices, and
storage media, perform backups and
restores, monitor jobs and device activity,
set up notifications, and generate and
view reports.

Figure 2. The NetVault WebUI enables administrators to monitor the data flow from
source servers to the target storage device.
Configuration Wizard guides you
through the process of performing
common tasks, such as adding clients
and storage devices, and creating
backup jobs.
The process for creating and managing
backup jobs has been streamlined as
well. After the administrator chooses the
data, schedule, target device, and backup
options, NetVault will memorize each
of those choices and create “shortcuts”,
called NetVault Backup Sets that the
administrator can use in the future. Those
shortcuts will be stored in a dropdown
menu for quick retrieval. This eliminates
the need to manually select the data
items each time a backup is performed,
and ensures that the same data set is
selected for the subsequent backups.

to perform various operations from
a terminal session using predefined
executables. Using these commands,
they can:
•
•

•

•

•

Backup Policies can be used to
administer backup strategies such as
following:
•
•
•
•

Daily incremental and weekly full backups
of file servers
Full backups of multiple Windows
workstations
Full and incremental backups of multiple
databases
Monitoring backup activities

NetVault command-line interface
NetVault Backup’s command-line
interface (CLI) allows administrators

3

Start or stop the NetVault Backup service
Create and submit jobs—This includes
creating, modifying and submitting backup
and restore jobs for any NetVault client
controlled by the NetVault Backup server.
NetVault also provides command-line
executables to create and modify the
selection sets required for these jobs.
Manage backup devices and media—This
includes importing and exporting media
items, blanking media items, reviewing drive
and library status, marking media items for
re-use, and several other functions.
Create and view canned and custom
reports—This includes various reports for
clients, devices, media and jobs.
View operator messages—This enables
administrators to determine whether
attention is required.

All CLI scripts are non-blocking. This
means that a response to the script
command is returned before the action
has actually completed. This allows for
continuous running of various scripts
without interrupting NetVault Backup
operations.

NetVault Backup server
The NetVault Backup server is the
main component of the NetVault

NetVault Backup’s
Configuration
Wizard guides you
through the process
of performing
common tasks.

The NetVault Backup
server maintains a
history of backups
in the NetVault
database, so
administrators can
quickly identify one
or more objects
they want to restore.

solution. It provides a variety of backup
management functionality, including
job management, media management,
device management, client management,
reporting, notifications, and logging
functions. The NetVault Backup server
maintains a history of backups in the
NetVault database, so administrators can
quickly identify one or more objects they
want to restore. Target disk storage and
physical or virtual tape libraries can be
attached directly to the NetVault Backup
server (or elsewhere within the backup
domain using SmartClients).

Heterogeneous clients
NetVault heterogeneous clients are
used to protect any server, including
file servers, database servers, email
servers, application servers and web
servers. The NetVault heterogeneous
client includes several built-in plug-ins
that are automatically installed when the
administrator installs the client software.
These plug-ins enable the administrator
to perform several operations, including
backup/restore file-system data, copy
backup data, and consolidate incremental
backups. Additional characteristics of the
NetVault heterogeneous client include:

The NetVault Backup server can be
deployed on Windows or Linux.

•

NetVault clients

•

NetVault clients are the machines that
will be protected by NetVault Backup.
The NetVault client software is installed
on each machine designated as a
NetVault client.

•

NetVault clients can be deployed on the
following operating platforms:
•
•
•
•
•
•
•
•

Linux
Windows
Solaris
Mac OS X
FreeBSD
AIX
HP-UX
NetWare

•

•
•

There are two types of NetVault
clients for server backup/recovery:
heterogeneous clients and SmartClients.

Locally attached
storage device

•

Database
servers

Heterogeneous clients include support for
NetVault Backup application plug-ins and
NetVault bare metal recovery.
Heterogeneous clients include support for
locally attached tape-based backup devices
with a NetVault Backup SmartClient license.
Heterogeneous clients are support by all
NetVault Backup server editions.
Heterogeneous clients require continuous
connectivity to NetVault Backup server for
all backups.
The NetVault Plug-in for File System
enables the administrator to create multiple
backup jobs that protect any or all of the
file-system data that is visible to the plug-in,
including network-attached storage.
All client-initiated backup jobs are visible in
the NetVault Backup Jobs window.
Administrators must perform all restores
from the NetVault WebUI.

Each NetVault Backup server edition
includes some heterogeneous clients.
Additional heterogeneous clients can
be added to the backup domain as
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Figure 3. NetVault heterogeneous clients are used to protect any server, including file
servers, database servers, email servers, application servers, and web servers.
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Figure 4. Using a NetVault SmartClient, an administrator can attach a storage device
directly to a protected system, bypassing the NetVault Backup server.
required. The number of heterogonous
clients that can be connected to a single
backup server is dependent on the type
of hardware used to host the NetVault
Backup server and whether other
resource intensive applications are also
using the same machine.
NetVault SmartClients
NetVault SmartClients give you the
freedom to attach storage wherever
you like. Both virtual and physical
tape libraries can be easily distributed
throughout the backup domain. Backup
data no longer needs to pass over the
network and through a NetVault Backup
server in order to be written to a target
storage device.

Backup verification
NetVault Backup can check the
correctness and completeness of a
backup at the end of data transfer: it
verifies the stream length written to the
media and makes sure that no blocks
were dropped during the backup. While
the actual backup runs as Phase 1,
backup verification runs as Phase 2 of the
backup job. By default, the verification
job runs on the NetVault Backup server.
To avoid data transfers over the network,
the administrator can choose to run
verification locally on the SmartClients
to which the target device used for the
backup is connected. The target client
for the verification job can be configured
from the Verify tab on the configurator.
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NetVault Backup allows administrators
to run the verification jobs locally on the
NetVault clients rather than the NetVault
Backup server. They can use this feature
for SmartClients to avoid data transfers
over the network. However, this option
is globally applied to all clients, which
will not work for heterogeneous clients
without a locally-attached backup device.

Application support
NetVault Backup uses specialized
plug-ins to protect data in businesscritical applications such as Oracle,
SQL Server, Exchange, SharePoint,
MySQL, PostgreSQL, Lotus Domino,
Informix and Sybase. These plug-ins
improve native options offered by
these applications to reduce timeconsuming integration efforts. With
these improvements, administrators can
protect their application investments
and help close the gap between
corporate application recovery and
database protection requirements.
Microsoft Exchange
NetVault Backup increases confidence in
the recoverability of Microsoft Exchange
and enables users to create flexible
backup policies that can account for
multiple recovery scenarios. Its support
for online backups via Exchange Server’s
Extensible Storage Engine (ESE) and
Volume Shadow Copy Service (VSS)
enables users to select their preferred
backup method without requiring them
to become experts in Exchange.

NetVault
SmartClients give
you the freedom
to attach storage
wherever you like.

NetVault Backup offers users a
centralized way to set up, configure
and define backup and restore policies
for all of the organization’s Exchange
Servers, including those deployed in a
database availability group (DAG) or a
local continuous replication (LCR), single
copy cluster (SCC) or cluster continuous
replication (CCR) environment.
Informix
NetVault Backup increases application
availability via fast online backup of
Informix databases in UNIX, Linux
and Windows environments using
native application interfaces. Major
features include multiple residency
support; Level 1 and 2 incremental
backups; and flexible operations that
allow administrators to back up the
whole system, individual data spaces
or Informix binary large object (BLOB)
spaces and logical logs.

Support for Oracle
RMAN lets DBAs
move the backup
files and archived
redo logs to tape.

IBM DB2
NetVault Backup provides a centralized
web interface to set up, configure and
define backup and restore policies for all
of the organization’s DB2 databases. Its
support for online and offline backups
gives administrators the flexibility to select
their preferred backup method without
requiring them to learn the DB2 internals.
Its granular control that minimizes
downtime by allowing administrators to
restore complete databases, individual
table spaces or individual log files quickly
and more reliably.
Oracle
NetVault Backup enables organizations to
protect all of their Oracle environments,
including Oracle Real Application Clusters
(RACs) and Data Guard. Its support for
Oracle Recovery Manager (RMAN)-based
backups lets DBAs take advantage of
RMAN’s native functionality and enables
to move the backup files and archived
redo logs to tape.
NetVault can handle a number of
recovery scenarios with less human
intervention. To perform a recovery,
a DBA simply selects what needs to
be restored, the latest backup, and,
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if appropriate, the time, SCN or log
sequence number for point-in-time
recovery; NetVault Backup automatically
performs the recovery without further
interaction. It provides maximum
flexibility during the recovery process,
allowing the DBA to recover the
database up to the point of failure no
matter what caused the failure, whether
it is a site disaster, media failure, user
error or database corruption.
NetVault also supports Oracle’s
Automatic Storage Management (ASM),
Flashback Database and Transparent
Data Encryption.
MySQL
NetVault Backup can consolidate
the backup and recovery of multiple
MySQL storage engines into a single job
without complex scripting. In addition
to performing full, incremental or
differential MySQL backups while data
is online and accessible, NetVault offers
improved point-in-time functionality
to perform more granular restores: the
administrator can restore to the point
right before incident occurred, thereby
significantly reducing data loss.
NetVault Backup supports mysqldump
and MySQL Enterprise Backup (MEB),
delivering protection that scales from
small databases and tables to very large
databases. When using NetVault together
with MEB, administrators can perform
online backups of InnoDB tables. The
powerful combination of backup tools
can also significantly improve backup
and restore times and reduce an
organization’s backup storage footprint.
MySQL Server failover clusters
MySQL failover clustering (active/passive)
is designed to provide high availability
for an entire MySQL Server instance. For
example, an administrator can configure
a MySQL Server instance on one node of
a failover cluster to fail over to any other
node in the cluster during a hardware
failure, OS failure or planned upgrade.

A failover cluster is a combination of one
or more nodes (hosts) with one or more
shared disks. Various resources hosted by
the nodes—such as IP, shared storage and
an application (MySQL in this case) —can
be grouped together to create a clustered
service. A virtual service appears on the
network as if it were a single computer
running an application, but provides
failover from one node to another node if
the current node becomes unavailable.
NetVault Backup provides support for
MySQL Server failover clustering. Using
the failover cluster network name, the
backup solution is able to identify the
current node that is in control of the
MySQL Server clustered service and
target it for backup.
Microsoft SharePoint
NetVault Backup offers granular control
that enables the administrator to
restore complete SharePoint farms,
individual web applications or individual
content databases, thereby minimizing
downtime. Through automatic
integration with a wide range of backup
storage devices, SharePoint data is
protected and safely sent and stored
offsite to meet an organization’s disaster
recovery and business continuity goals.
Microsoft SQL Server
NetVault Backup provides fast, online
backup of SQL Server databases in
Windows environments. Its support for
Online Virtual Device Integration (VDI)
and Volume Shadow Copy Service (VSS)
backups gives users the flexibility to
implement their preferred backup method.
And its granular control allows users
to restore complete databases, partial
databases or individual data files quickly
and reliably, thereby minimizing downtime.
SQL Server failover clusters
SQL Server failover clustering (active/
passive) is designed to provide high
availability for an entire SQL Server instance.
For example, an administrator can
configure a SQL Server instance on one
node of a failover cluster to fail over to any
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other node in the cluster during a hardware
failure, OS failure or planned upgrade.
A failover cluster is a combination of one
or more nodes (hosts) with two or more
shared disks, known as a resource group.
The combination of a resource group,
along with its network name, and an
IP address that makes up the clustered
application or server, is referred to as
a virtual server. A virtual server appears
on the network as if it were a single
computer, but it provides failover from
one node to another node if the current
node becomes unavailable.
PostgreSQL
NetVault Backup offers a simple and easy
way to perform routine backups for one
or more PostgreSQL database in Solaris,
Linux and Windows environments. The
solution provides support for database
cluster backups, individual database and
table backups in different backup formats,
such as plain-text SQL script, TAR archive
and custom archive formats. It also
offers granular control over restores
and minimizes downtime by allowing
an administrator to restore an entire
database cluster, individual databases or
individual tables more reliably.
IBM Lotus Domino Server
NetVault Backup ensures continuous
availability by providing fast online
backup and recovery of Lotus Domino
environments. Support for full and
incremental backups gives administrators
the flexibility to choose their preferred
backup method, and granular control
minimizes downtime by allowing
administrators to restore the Lotus
Domino Server databases or individual
user mailboxes quickly and reliably.
SAP
NetVault Backup increases application
availability by providing fast, online
backup of SAP R/3 databases in Linux,
UNIX and Windows environments. This
plug-in supports such important features
as hot backup, integration with SAP
R/3 tools, parallel backup support and
selectable backup operations.

NetVault Backup
offers granular
control that enables
the administrator to
restore complete
SharePoint farms,
individual web
applications or
individual content
databases, thereby
minimizing
downtime.

Administrators can execute backups
directly from SAP R/3. User databases can
remain online and fully accessible during
backup, which minimizes downtime.
An administrator can submit jobs using a
web interface or command-line interface.
Most of the extensive features provided
by NetVault Backup are supported when
using SAP R/3 Backint command-line
options and parameter files.

NetVault Backup
provides consistent,
reliable, point-andclick backup and
restore for virtual
environments—
without requiring
the administrator to
be an expert.

Sybase
NetVault Backup provides increased
application availability via fast, online
backup of Sybase databases in UNIX,
Linux and Windows environments.
Features include hot backup, support
for multiple database servers on a
single machine, advanced logging
capabilities and a low-level backup API
for maximized throughput.

Virtualization
NetVault Backup allows organizations
to extend advanced data protection
to VMware and Hyper-V environments
using specialized virtualization plugins. Xen and KVM are supported by
running a client (and plug-in, if desired)
within the OS guest. NetVault Backup
provides consistent, reliable, pointand-click backup and restore for virtual
environments—without requiring the
administrator to be an expert.
VMware
NetVault Backup provides protection
for virtualization environments running
stand-alone VMware ESX Servers or
VMware vCenter Server connected to
one or more ESX Servers. It works with
VMware API for Data Protection (VADP) to
provide centralized backups that reduce
the load on each VMware ESX Server,
allowing the servers to run more virtual
machines and reduce backup traffic on
the local area network.
The solution also takes advantage of
VMware’s changed block tracking (CBT)
to ensure that only blocks that have
changed since the initial full and the
last incremental or differential backup
are sent to the current incremental
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or differential backup stream, thereby
ensuring more efficient backups and
reduced network demands.
NetVault is licensed according to
whether the customer has deployed
only a few stand-alone ESX servers or
has many ESX servers that are optionally
managed by a vCenter Server in their
VMware deployment. There are two
types of licenses for VMware:
•

•

Single ESX Server Edition—Allows one
stand-alone ESX Server to be connected
to a single instance of the NetVault Backup
Plug-in for VMware to protect all virtual
machines on those servers.
Enterprise Edition—Allows multiple ESX
servers and/or vCenter servers to be
connected to a single instance of the
NetVault Backup Plug-in for VMware. There
is no limit to the number of server or virtual
machines that can be protected with a
single Enterprise Edition license. In larger
virtualized environments, it is often a good
idea to deploy multiple plug-in instances
for performance and load balancing
reasons. Organizations can mix and match
Enterprise Edition and Single ESX Server
Edition as required.

Hyper-V
NetVault Backup protects Hyper-V
environments from disasters, media
failure and wide-ranging data corruption.
An intuitive, easy-to-use graphical user
interface (GUI) gives administrators a
single, centralized web interface for
configuring backup and restore policies
for virtual environments.
NetVault offers granular control that
minimizes downtime by letting the
administrator restore complete VM
images or individual Windows files faster
and more reliably.
While it is optional to install application
plug-ins inside the individual virtual
machines for more granular application
protection, the plug-ins are not required
in order to perform image-level
backups of the virtual machines for
disaster recovery or file-level backups
of the individual Windows guest OS

for faster file-level recovery from the
Hyper-V hypervisor host. If the NetVault
heterogeneous client or other plug-in
is installed inside the virtual machine, a
NetVault heterogeneous client license is
required for the virtual machine.

Network-attached storage (NAS)
Network data management protocol
(NDMP)
Using a specialized plug-in, NetVault
Backup can protect NAS devices using
network data management protocol
(NDMP), a protocol designed to efficiently
transfer large blocks of data directly to
a locally attached SCSI device, a SANattached storage device or to a storage
device elsewhere on the network.
NetVault offers advanced NDMP features,
such as browsable volume and direct
access restore (DAR), which increases
restore speeds with fast positioning to the
right section of the tape.

•

•

NetVault Backup supports NDMP backup
for the following NAS platforms:
•
•
•
•
•
•
•
•
•
•
•

Dell FluidFS
Dell Compellent zNAS
Hitachi / BlueArc
IBM N series
Isilon
EMC VNX series
EMC Celerra
MiraPoint
NetApp
ONStor
Oracle/Sun

•

NDMP transfer models
Organizations also have the flexibility to
choose the right data transfer model to
maximize their infrastructure capabilities,
including local, remote, three-way and
shared transfer models.
•
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Direct attached or local backups—In the
direct attached or local backup model,
the NetVault Backup Server instructs the
NAS filer to write backup data to the tape
device directly attached to the filer (via
Fibre Channel or SCSI). The backup index
information is transferred from the filer to
the NetVault Backup server over the LAN
via NDMP. During restore, the filer reads the

•

data from the direct-attached tape device
on NetVault Backup server instructions.
The actual data is not transmitted over
the network during backup or restore,
eliminating network congestion altogether.
In addition, NetVault Backup server and
clients on the LAN can also target the NAS
filer’s locally-attached tape devices for
backup and restore operations.
Filer to NDMP-compliant network
attached tape backups—In addition to a
tape device directly attached to the filer
via Fibre Channel or SCSI, an NDMPcompliant network-attached storage
device can be used as a target for backups.
In this configuration, via NDMP over the
LAN, the data is directly transferred to the
tape and the backup index information is
transferred to the NetVault Backup server.
The network-attached storage device can
be shared by one or more filers, NetVault
Backup server and any number of
NetVault clients.
Remote backups—In the filer-to- NetVault
Backup server or filer-to-SmartClient
model (commonly referred to as remote
backup model), the NetVault Backup server
instructs the filer to perform backup to
devices attached to the NetVault Backup
server or SmartClient. Both the data
and the backup index information are
transferred from the filer to the NetVault
Backup server over the LAN via NDMP.
Filer-to-filer backups—In the filer-to-filer
model, often referred to as three-way
backup, the NetVault Backup server
instructs filer A to start backing up data to
the tape device attached to filer B. Backups
and restores for filer B are performed
directly to the local tape device, while
backups and restores for filer A are routed
through the network. The backup index
information is transferred from filer A to the
NetVault Backup server over the LAN via
NDMP. This model allows sharing of tape
libraries among multiple filers.
Clustered NAS devices—Many models
of NAS filers are sold as active/active and
active/passive clustered configurations,
which provide multiple NAS head
controllers to enable redundant paths to
the NAS storage in the event of a single
head failure. In a clustered configuration,
one NDMP license is required for the

Using a specialized
plug-in, NetVault
Backup can protect
NAS devices using
NDMP.

cluster and one NDMP cluster companion
license is required for each additional node
whether it is in active or passive node.

NetApp filers
Dell Software offers a NetApp bundle
that consists of three plug-ins:
•

NetVault bare metal
recovery is capable
of recovering an
entire system,
including the
operating system,
applications, system
settings, partition
information
and data for any
supported client.

•

NetVault Backup Plug-in for SnapMirror
to Tape—Working in conjunction with
NetApp’s SnapMirror software, the NetVault
Backup Plug-in for SnapMirror to Tape can,
via NDMP, take a point-in-time snapshot of
an entire volume on a filer and then write
that snapshot to a medium such as a tape
in a tape drive. Through the use of NetApp
utilities, it is also possible to “mirror” this
snapshot to a second filer.
A snapshot contains flags that mark the
status of the data contained in the volume
at the point in time the snapshot was taken.
Therefore, the snapshot can be used to
recover data to that point in time. This
process allows for quick and relatively
seamless disaster recovery.
NetVault Backup Plug-in for Snapshot
Manager—The NetVault Plug-in for
Snapshot Manager, in conjunction with
NetApp’s snapshot capability, enables
administration and control of snapshot

•

creation as well as recovery of snapshots
through the NetVault WebUI. NetVault
Backup also allows a user to perform
individual component restores.
NetVault Backup Plug-in for SnapVault
Manager—NetVault Backup Plug-in for
SnapVault Manager provides an intuitive
graphical front end that simplifies
configuring and managing the NetApp
SnapVault data backup services. This plugin replaces the command-line interface
provided with the base SnapVault product
and provides a centralized web interface
that allows administrators to manage
multiple SnapVault environments with any
number of clients.
SnapVault environments are comprised
of at least one primary system and one
or more secondary systems. A primary
system consists of a filer and/or Open
Systems machines with data to be backed
up to a secondary filer, which is seen as
the secondary system. When a filer is
acting as a primary system, SnapVault will
back up primary trees to one or more
volumes on the SnapVault secondary
system. With an Open System machine as
a primary, SnapVault is capable of backing
up directories and/or entire drives to a

Quickly and easily rebuild a failed disk drive with

NetVault bare metal recovery
Netvault bare metal recovery
1. Repair the hardware
2. Redefine RAID devices
3. Boot VaultOS via any
removable media
4. Open NetVault Backup
Do you really
remember
user interface
all of these
5. Restore machine data
settings?

Netvault bare metal
recovery simplifies
and expedites the
painful process of
bare metal recovery.

Can you really
afford not to
ensure the
recovery is
done properly
the first time?

Typical bare metal recovery process
1. Repair or replace the hardware
2. Reinstall the OS
3. Repartition the drives
4. Recreate the file systems
5. Repatch the kernal
6. Redefine RAID devices
7. Recreate the volumes
8. Reconfigure the network
9. Redefine the printers
10. Recreate user accounts
11. Redefine network shares
12. Reconfigure web, ftp & email
13. Reconfigure Xwindows
14. Reinstall database software
15. Reinstall backup software
16. Restore user data

Figure 5. NetVault bare metal recovery can recover an entire system, including the
operating system, applications, system settings, partition information and data for any
supported client.
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volume on the secondary system. This
secondary system is a central, disk-based
unit that receives and stores backup data
from filers and Open Systems as snapshots.
Any NetApp filer can be configured as a
secondary system.

Bare metal recovery
NetVault bare metal recovery is option
capable of recovering an entire
system, including the operating system,
applications, system settings, partition
information and data for any supported
client. NetVault bare metal recovery
provides bare-metal recovery with either
offline/cold backups or online/hot backups.
In the event of a system failure, the
administrator can boot the system using
the minimal OS or LiveCD to initiate the
recovery process. Administrators can
recover a Windows or Linux system to
similar or dissimilar hardware (P2P), or
even a virtual machine (P2V).

Storage options
NetVault Backup supports disk- and
tape-based backup to a wide range of
storage targets, including disk-based
devices, tape libraries, and deduplication
appliances. You’ll also have the power to
move data from one storage target to
another for disaster recovery purposes.
Physical backup devices can be
configured for single or shared use, and
can be connected through SCSI, iSCSI,

IP, SAS or Fibre Channel SAN interfaces.
These devices can be connected to the
NetVault Backup server, any NetVault
SmartClient or any NAS filer within a
NetVault domain.
NetVault’s Automatic Device
Configuration wizard helps an
administrator to quickly add and
configure backup storage devices.
This wizard can recognize devices
manufactured by multiple vendors,
although not all are supported. NetVault
automatically starts scanning for new
devices in the backup domain.
NetVault SmartDisk
NetVault SmartDisk provides a diskbased backup storage target with
optional data deduplication to reduce
storage costs. It uses a powerful bytelevel, variable block-based software
deduplication engine. This capability
optimizes the use of storage resources
in backup disk pools by analyzing
smaller chunks of data during dedupe
operations. This analysis ensures
duplicate data is identified at a more
granular level.
The byte-level, variable block approach
intelligently compresses protected data for
up to 90 percent reduction in the backup
storage footprint, as illustrated in Figure 6.
SmartDisk is hardware independent so an
organization can use its existing storage

Without duplication
Week 1

Week 2

Week 4

Week8

Week 12

Week 4

Week8

Week 12

Total disk space used

With duplication
Week 1

Week 2

Total disk space used

Figure 6. NetVault SmartDisk’s deduplication can reduce your backup storage footprint
by up to 90 percent
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NetVault Backup
supports diskand tape-based
backup to a wide
range of storage
targets, including
disk-based devices,
tape libraries, and
deduplication
appliances. You’ll
also have the power
to move data from
one storage target to
another for disaster
recovery purposes.

infrastructure, often eliminating the need
to purchase additional storage devices or
expensive storage appliances. And with
SmartDisk’s post-process deduplication
option, the administrator can schedule
the deduplication outside the backup
window to prevent any impact on normal
backup operations.

NetVault SmartDisk’s
byte-level, variable
block approach
intelligently
compresses
protected data for
up to 90 percent
reduction in the
backup storage
footprint.

SmartDisk’s seamless integration with
NetVault Backup provides job-level
deduplication, giving the administrator
complete control over the operation.
This allows them to separately target
deduplicated and non-deduplicated data
to ensure the best storage savings and
performance. And when this capability
is combined with NetVault Backup’s
job-level encryption, the organization
can get the best of both worlds by
deduplicating the primary copy of their
backup data for cost savings while
encrypting the secondary copies for offsite storage and compliance needs.
Virtual tape libraries
NetVault Backup’s virtual tape library
(VTL) enables disk-based backup to be
performed to available disk space in
the customer environment. A NetVault
Backup VTL emulates a physical tape
library on a file system, allowing
administrators to define the number
of drives and media slots to be made
available in the virtual library. Unlike
NetVault SmartDisk, the space required
for the media slots must be provisioned
at creation time and unused space
cannot be shared with other applications.
VTL capacity for a NetVault Backup
server can be shared between VTL and
shared virtual tape libraries (SVTLs).
SVTLs are special backup-to-disk
implementations that require fully
dedicated volumes on a SAN and
allow virtual libraries to be shared and
concurrently accessed by multiple
NetVault SmartClients, regardless of their
underlying operating platform.

hard drives. Support for RDX drives is
provided by creating a NetVault Backup
virtual stand-alone drive.
Shared virtual tape libraries
Shared virtual tape libraries (SVTLs)
extend the VTL implementation and allow
organizations to share a VTL with multiple
NetVault Backup machines for LAN-free
backups. The interface can be Fibre
Channel, iSCSI or SCSI. On Linux and
Solaris platforms, SCSI_FCP protocol is
also supported. The SVTLs are supported
on the following platforms:
•
•
•

The disks can be of any size. However,
operating system imposed limitations do
apply. The SVTL size can be changed on
the fly using CLI utilities.
Physical tape
NetVault Backup supports a wide
range of tape devices, including Dell
and third-party physical tape libraries,
appliances, autoloaders and tape drives.
Administrators can back up directly to
tape (D2T) or back up to disk and then to
tape (D2D2T).
Here are a few capabilities of NetVault
Backup:
•

•

•

•

Removable storage devices
NetVault Backup provides support
for RDX drives, which are removable
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Windows
Linux (x86 and x86-64)
Solaris SPARC and Solaris x86-64

Support for disk-to-tape (D2T) as well as
disk-to-disk-to-tape (D2D2T)—Support
is provided for multiple copies and across
tiered storage targets. Users can encrypt
tape copies that are heading off site to
provide added security, and full or partial
restores can be made from any copy of
the data.
Support for tape libraries (control of the
robotic arm to load or unload tapes), in
addition to standalone tape drives
Management of tape from within NetVault
WebUI—Media can be grouped to form
pools used to keep data from the same
applications or with similar retention
requirements together.
Device sharing between the NetVault
Backup server and NetVault SmartClients—
Any number of tape devices can be shared
by connecting devices over a SAN (FC or

•

iSCSI) directly to each node. The NetVault
Backup Server can centrally manage the
tape devices and media, and data flows
directly to the target device.
ACSLS Library support—Large, enterpriseclass libraries, such as those from Oracle,
provide special interfaces to centrally
control and share one or more libraries.

Dynamically shared devices
NetVault Backup’s dynamically shared
devices (DSD) feature enables standalone tape drives and tape drives
in physical or virtual libraries to be
dynamically shared among NetVault
clients in SAN and shared-SCSI
environments. Each drive to be shared
requires a DSD license, while each
NetVault client that will target the shared
drives requires a NetVault SmartClient
license. DSD licenses are sold in oneunit increments.
Deduplication appliances
Third-party deduplication appliances can
be connected to NetVault Backup servers
or SmartClients as a storage repository.
Dell DR Series Deduplication
Appliance—The Dell DR appliance is
a scalable disk backup appliance with
built-in deduplication and compression
capabilities. It integrates seamlessly
with NetVault Backup. And even tighter
integration is now available with the Dell
DR Rapid Data Access (RDA) technology.
The RDA plug-in allows NetVault to
retain end-to-end control of all the
backup tasks, while delegating control
of storage management to the DR
appliance. NetVault regulates when data
is backed up, when it’s copied, and when
it can be expired. The DR determines
how the backup data is stored and
copied between storage appliances.
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Users can take advantage of the
solution’s powerful deduplication and
replication capabilities, enabling them
to maximize storage savings and reduce
network bandwidth requirements—
without adding complexity.
Rapid Data Access technology – RDA
technology delivers tight integration
between NetVault and the DR for
significantly faster backup and restore
rates. Organizations that use the two
products together can achieve backup
speeds of up to 22 TB/hour.
Source-side deduplication – The Dell DR
appliance offers advanced deduplication
and compression technology, which
delivers data-reduction ratios as high as
15:1. It also enables NetVault customers
to deduplicate data directly at the source
of the backup. This source-side approach
minimizes network traffic and reduces
the overall backup storage footprint.
Optimized replication – Users can
now schedule and manage replication
of deduplicated data from one DR
appliance to another directly from the
NetVault WebUI. NetVault automatically
detects the completion and location
of replicated data copies, enabling fast
restores and reliable disaster recovery.
This reduces network bandwidth by
up to 15 times and drastically shortens
disaster recovery time. Users can
schedule replication during nonpeak periods and prioritize ingest
data over replication data to ensure
optimal backup windows. By coupling
deduplication with replication, an
organization can minimize the costs and
inefficiencies associated with distributed
backup environments.

NetVault Backup
can target Dell
deduplication
appliances
beginning with the
DR4100, which can
help achieve a datareduction level of up
to 15:1.

Consolidated tape storage –
Decentralized tape libraries are expensive
and require onsite IT staff to maintain
— especially if the user has a distributed
business with multiple remote offices.
By replicating backup data from many
DR appliances to one central appliance
and then archiving that data to tape, an
organization can reduce overhead, IT
staff time and potential for human errors.

Recovery Manager
for Exchange works
with NetVault
Backup to make
discovering and
exporting email data
fast and easy—and
it does not require a
dedicated recovery
server.

Remote setup and centralized
management – The Dell DR appliance
is designed to easily drop into any
NetVault Backup environment. The
intuitive, remote setup and management
capabilities make installation simple.
And from the NetVault WebUI, the
administrator has full control over when
data is backed up, when it’s copied and
when it can be expired. He or she will
be able to reduce the administrative
overhead that is typically associated with
backup and recovery.
EMC Data Domain—NetVault Backup
offers plug-and-play integration with
EMC’s Data Domain DD Boost software.
Users can configure their NetVault
Backup jobs to stream directly from
clients to an EMC Data Domain system.
The new integration delivers significantly
faster throughput, reduced network
traffic, and shortened backup windows
for NetVault customers backing up to
a Data Domain system. EMC DD Boost
can distribute parts of the deduplication
process to the NetVault Backup server
and its clients. As a result, NetVault
streams only unique data to the Data
Domain system, significantly reducing
backup times.
NetVault Backup and Data Domain users
can also benefit from network-efficient
replication for offsite data storage
and disaster recovery. Data Domain
systems send only the unique backup
data over the wire to the secondary
(DR) Data Domain system. The process
is controlled by NetVault Backup and
the new locations for each save set are
stored in the NetVault catalog.
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Encryption
NetVault Backup provides support for
CAST-128, AES-256 and CAST-256
algorithms to meet regulatory data
security requirements. When installed
on the NetVault client, the Plug-in for
Encryption encrypts and transfers data
across the network to the backup device,
where it remains encrypted until it is
restored to the NetVault client.
If encryption is required only for secondary
storage, NetVault Backup’s job level
encryption offers the choice of encrypting
only the secondary copy while the primary
backup remains unencrypted to shrink the
backup window. When used with NetVault
SmartDisk, NetVault Backup’s job-level
deduplication allows the organization
to separate deduplicated from nondeduplicated unencrypted data for optimal
deduplication ratios and performance.

Additional recovery solutions
from Dell
Dell Software offers additional recovery
options to complement NetVault Backup.
These offer deep application-level support
for critical applications, helping their
users to minimize application outages,
and begin restoring lost data in seconds,
allowing end users to resume operations
without having to wait for a full recovery.
Recovery Manager for Exchange
Recovery Manager for Exchange works
with NetVault Backup to make discovering
and exporting email data fast and easy—
and it does not require a dedicated
recovery server.
Administrators can find exactly what they
need with intelligent search based on
sender, recipient, date, attachment type,
subject, message keyword, attachment
keyword, or even advanced pattern
searching and other custom queries. They
can also compare the contents of an
online mailbox with a backup mailbox to
identify any differences. After the search,
Recovery Manager can export the results
in a variety of formats to facilitate email
discovery requests.

Recovery Manager for SharePoint
Much of the content stored in
SharePoint is critically important to
an organization and needs protection.
Organizations must be able to quickly
restore that content, or even the entire
SharePoint service, in case of accidental
deletion, corruption or full farm failure.
Recovery Manager for SharePoint
leverages your existing NetVault Backup
infrastructure to deliver rapid, scalable
SharePoint content restores and full farm
recovery. Organizations can be sure that
their critical business information will
be preserved, whether a single file or an
entire farm was lost. Recoveries will be
fast and simple, saving time and money.
Recovery Manager for SharePoint enables
you to:
•
•
•
•
•
•
•

Meet SharePoint SLAs
Granularly recover objects to the site
collection
Perform full farm recovery
Capitalize on your existing investment in
backup infrastructure
Reduce your administrative workload
Eliminate complexity
Increase reliability

Recovery Manager for SharePoint can be
deployed as a standalone product or to
complement NetVault Backup.

Reporting
NetVault Backup includes comprehensive
reporting capabilities that allow
administrators to quickly and easily
retrieve information on backup and
restore jobs, online and offline media,
clients and devices, and other common
queries. These reports are generated
using built-in HTML templates.
Administrators can run and view these
reports from the Reports window.

NetVault Backup licensing options
To offer the greatest flexibility, NetVault
Backup can be licensed in two ways: by
capacity or by component.
Capacity-based editions
With the capacity-based model, licensing
is based on the total amount of data
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being protected (the number of frontend terabytes of data on clients and NAS
devices). Front-end TBs are calculated
by totaling the amount of data on each
client that will be included in all backup
jobs. It does not matter how many
times a week the data is backed up, how
many copies are made, or how long that
data is under management by NetVault.
Customers have unlimited use of all
product components included in each
capacity offering for the number of TBs
licensed. As their requirements grow, they
can add additional client, application and
device support as needed.
Component-based editions
With the component-based model,
NetVault Backup is licensed based
on the components required to meet
the customer’s needs. Minimum
requirements are one NetVault Backup
server package (Starter or Enterprise) and
one license for each client connected
to the server. Additional licenses may be
required for tape or disk target support,
optional configuration components and
application integration support. The
benefit of this model is that customers
can buy exactly what they need to meet
their requirements.

Conclusion
NetVault Backup safeguards your data and
applications in both physical and virtual
environments, all from one easy-to-use
web interface. By simplifying backup and
recovery across your IT environment, the
solution helps ensure the availability of
critical applications and databases such as
Oracle, SQL Server, Exchange, SharePoint,
MySQL and DB2. Moreover, it integrates
seamlessly with a wide range of storage
devices. When combined with the Dell
DR deduplication appliance, organizations
can see backup speeds of up to 22 TB/hr
Visit DellSoftware.com/netvault-backup/
to learn more or to request a live demo.

Recovery Manager
for SharePoint
leverages
your existing
NetVault Backup
infrastructure
to deliver rapid,
scalable SharePoint
content restores and
full farm recovery.
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